
HOW TO SAY “BYE SCAMMER” TIP SHEET
TIP 1: Learn to Spot the Red Flags

TIP 2:  Take Back Control

 Quick Do’s and Don’ts

Remember:

DO DONT

TIP 3: Know the  Common Scams to Watch Out For

Flip the Script. Hang Up on Scammers.

Gift Cards as Payment

Real businesses don’t want 
unrelated retail gift cards. Ever.

Gift Card Scams

“Pay your bill with gift 
cards.” Nope.

Phishing & Romance Scams

Fake emails or sweet-talkers 
asking for cash. Bye!

Fake Ads

Too-good-to-be-true 
streaming or shopping 
deals. Not a Chance.

Hang up, delete, or block if it 
feels off. 


Report scams to friends, family, 
and your provider. 


Share “Bye Scammer” so more 
people flip the script.

If it feels weird, urgent, or too good to be true, 

just say it with us: Bye Scammer.

VISIT BYESCAMMER.COM TO LEARN MORE

Send money or pay with gift 
cards. 


Click strange links or log in on 
look-alike sites. 


Let urgency or pressure push 
you into quick decisions

Spoofed Logins

Lookalike sites designed 
to steal your info.  
Get real!

Urgent, Pushy Tactics

Scammers thrive on pressure. If 
someone says “today only” slow down.

Weird Links or Emails

If the URL looks sketchy, it probably is. 
Always go directly to the official site.

They Called You First

Hang up. Call the real company 
yourself.

Trust your gut. If a 
deal feels wrong, it is.

Slow down. Scammers rush; 
real companies don’t.

Double-check everything 
by going to the official site.


